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Tom tat

TJGuard la mét tng dung quan ly mat khiu theo mé hinh zero-knowledge —
may chu khéng bao gi® nhan, Iwu trir, hay xt ly di¥ liéu ngwdi dung & dang van
ban thd. Toan bd qua trinh ma hoa va gidi ma déu dién ra hoan toan trén thiét bj
cla ngudi dung (client-side), str dung cac thuat toan mat ma hoc hién dai da
duwoc kiém chirng béi cdng ddng bado mat quéc té. Tai liéu nay mé ta chi tiét cac
thuat toan, tham sb ky thuat, va lubng hoat déng ctia hé théng mat ma trong
TJGuard nham gitp ngudi dung va céng déng ky thuat danh gia doc lap mic do
bdo mat cla san pham.

1. Triét ly thiét ké
1.1. Zero-Knowledge la gi?

Trong md hinh zero-knowledge, nha cung cép dich vu (TJGuard) vé mét ky thuat
khéng c6 kha nang doc di¥ liéu ciia ngwdi dung, ngay ca khi mudn. Diéu nay
khac v&i cac mé hinh truyén thdng noi nha cung cép gitr khéa ma hoa va chi
"hra" khdong doc dir liéu.

V¢&i TJGuard:

e Master password khéng bao gi& dwgc gri Ién may cha.

e Khoéa ma héa chi tén tai trong RAM cua trinh duyét ngwdi dung trong thoi
gian phién lam viéc.

e May chi chi lwu tri¥ cac blob da ma héa khéng thé doc dwoc néu khéng cd
master password.

e Khi ngudi dung dang xuat hodc bat hoat qua 10 phut, tit ca khoa trong

RAM dwoc xd6a hoan toan.

1.2. Nguyén tac cot 16i



Nguyén tac Hién thwc héa trong TJGuard

Bao mat ngay ca khi may chu bi xam | Chi lwu ciphertext, khéng c6 plaintext

pham hay khoa

Thuat toan chuan québc té Argon2id, XChaCha20-Poly1305,
Ed25519

Khéng tin twéng mu quang C6 thé kiém toan ky thuat doc lap

Bao veé tbi thiéu bé mat tAn cong Khoa chi sdng trong RAM, tw x6a sau
10 phut

2. Cac thanh phan mat ma hoc

TJGuard st dung bén nhém thuat toan mat ma, méi nhém phuc vu mét muc dich
cu thé:

2.1. Ham dan xuét khéa tir mat khau — Argon2id

Muc dich: Bién master password (mét chudi ky tw nguwdi nhé dugc) thanh mot
khéa ma hoa 256-bit (32 byte) c6 dé entropy cao.

Van dé can giai quyét: Mat khau do ngudi dung tao thworng co entropy thap va
dé bi tAn cdng brute-force. Ham KDF (Key Derivation Function) dwoc thiét ké dé
lam cho méi lan thir doan mat khau cuc ky tdn kém vé mat tinh toan.

Thuat toan: Argon2id — phién ban lai gitra Argon2i (khang side-channel) va
Argon2d (khang GPU attack), dat gidi nhat cudc thi Password Hashing
Competition (PHC) nam 2015, dwoc chudn héa béi IETF tai RFC 9106 [1].
Tham s6 TJGuard:

Algorithm: Argon2id

Memory cost: 128 MB (131,072 KB)



Time cost: 3 iterations

Parallelism: 1 thread

Output length: 32 bytes (256 bits)

Salt: 16 bytes random (stored on server, not secret)
Tai sao chon cac tham sb nay?

e 128 MB memory cost: Budc ké tn cdng phai dung 128 MB RAM cho méi
lan thir, 1am cho cac cudc tan cdng song song bang GPU/ASIC tré nén
khéng kha thi vé kinh té. V&i mot GPU RTX 4090 c6 24 GB VRAM, ké tan
cong chi chay dwgc ~187 thir nghiém song song thay vi hang triéu.

e 3Jiterations: Tang thém th&i gian tinh toan trén CPU, khéng anh huwdéng
dang ké dén trai nghiém nguwdi dung (< 1 gidy) nhwng tang chi phi tan
cong.

e Salt ngau nhién: Mbi ngudi dung co salt riéng, ngan chan tn cong
rainbow table va dam bao hai ngwdi dung cé cung mat khau van ra khéa

khac nhau.

Implementation: Thw vién hash-wasm (WebAssembly) — chay truc tiép trong
trinh duyét, khéng can gtvi mat khau lén server.

2.2. Ma héa d6i xirng xac thwe — XChaCha20-Poly1305

Muc dich: Ma hoéa di¥ liéu vault v&i tinh nang Authenticated Encryption with
Associated Data (AEAD) — dam bao di liéu vira bi mat vira khoéng bi gia mao.

Thuat toan: XChaCha20-Poly1305, gém hai phan:

e XChaCha20: Thuat toan ma hoa stream cipher v&i nonce 192-bit (24 byte).
La phién badn mé& rong ciia ChaCha20 (RFC 8439 [2]), thiét ké béi Daniel



J. Bernstein. Nonce I&n hon gitp tao ngau nhién an toan hon ma khéng lo
nguy co nonce tai st dung.
e Poly1305: MAC (Message Authentication Code) 128-bit, dam bao tinh toan

ven — bét ky sw thay déi nao vao ciphertext déu bij phat hién khi giai ma.

Tham sé TJGuard:

Algorithm: XChaCha20-Poly1305

Key size: 32 bytes (256 bits)

Nonce size: 24 bytes (192 bits) — random per encryption
Tag size: 16 bytes (128 bits) MAC

AAD: Vault owner's email (Additional Authenticated
Data)

Tai sao XChaCha20-Poly1305 thay vi AES-GCM?

Tiéu chi XChaCha20-Poly1305 | AES-GCM

Kich thuwédc nonce 24 byte (an toan random |12 byte (can can than
hon) hon)

Phu thudc phan cirng Khéng can AES-NI Can hb tro phan cing

Timing attacks Constant-time by design | Phu thudc

implementation

WebAssembly R4t tét Phu thudc platform
performance
Tiéu chuan RFC 8439 [2] + NIST SP 800-38D

XSalsa20 extension




Additional Authenticated Data (AAD): TJGuard dung email ngudi dung lam AAD.
Diéu nay ddm bao rang mét ciphertext chi cé thé gidi ma thanh céng trong ngir
canh cla dung tai khodn — ngan chan tan céng "copy ciphertext sang tai khoan
khac".

Implementation: Thw vién @stablelib/xchacha20poly1305 — thuan
JavaScript/TypeScript, dd dwoc kiém toan bao mat.

2.3. Dan xuat khoa theo ngir canh — HKDF-SHA256
Muc dich: T mot khéa gbc (Account Key), dan xuét ra cac khoa con ddc 1ap cho
ttrng muc trong vault, d@m bao viéc 16 khéa ctia mdt muc khéng anh hwédng dén

cac muc khac.

Thuat toan: HKDF (HMAC-based Key Derivation Function) v&i SHA-256, duoc
chuén hoa tai RFC 5869 [3] va NIST SP 800-56C [4].

Tham sb TJGuard:

Algorithm: HKDF-SHA256

IKM (Input): Account Key (32 bytes)

Salt: 16 bytes random (stored with vault item)
Info: "tjguard:item:v1l" (UTF-8 domain separator)

Output length: 32 bytes (256 bits)
Tai sao dung HKDF?
Khoéng thé dung trwec tiép Account Key d& ma hoa nhiéu muc vi:

e Key reuse risk: Dung cung khoéa + cung nonce = tham hoa bao mat.
e Forward secrecy cuc bd: Néu khda mot muc bi 16, cac muc khac van an

toan.



e Domain separation: Tham s info = "tjguard:item:v1" d&m béo cac khoa

dan xuét cho cac muc dich khac nhau khéng trung nhau.

Implementation: Web Crypto API cda trinh duyét — APl mat ma hoc cap thap
dwoc tich hop sén, khdng phu thudc thw vién bén thr ba.

2.4. Ma héa bat déi xirng — Ed25519 / NaCl Box

Muc dich: Cho phép ngu®i dung chia sé vault item vé&i nguwdi khac ma khéng can
tiét 16 khoa méa hoa, théng qua co ché public-key cryptography.

Thuat toan: NaCl box (Networking and Cryptography Library), dwa trén:

e X25519 (RFC 7748 [5]): Elliptic Curve Diffie-Hellman (ECDH) dé thda
thuan khoda chung.
e XSalsa20-Poly1305: AEAD dé ma héa di liéu sau khi co shared secret.

Tham sb TJGuard:

Library: TweetNaCl (JavaScript port of NaCl)

Key pair: nacl.box.keyPair() — Ed25519-compatible
Secret key: 32 bytes

Public key: 32 bytes (stored publicly on server)
Nonce: 24 bytes random per seal

Ephemeral key: Freshly generated per share

Ludng chia sé vault item:



Ngudi chia sé (Owner):

1. L3y public key cua ngudi nhén tU server

2. Tao ephemeral keypair mdi

3. ECDH(ephemeral_secret, recipient_public) » shared_secret

4. M3 hda: nacl.box(itemKey, nonce, recipient_public,
ephemeral_secret)

5. GUi 1én server: [ephPub(32B) || nonce(24B) || ciphertext]

Ngudi nhan (Recipient):

1. Lay wrapped_item_key tu server

2. Giai nén: ephPub + nonce + ciphertext

3. ECDH(recipient_secret, ephPub) > shared_secret

4. Giai ma: nacl.box.open(ciphertext, nonce, ephPub,
recipient_secret) > itemKey

5. Dung itemKey + XChaCha20-Poly1305 dé giai md ndéi dung vault
item

Bao vé private key: Private key clia ngudi dung khdng bao gi& lwu dang thé. N6
dwoc ma héa bang Account Key (XChaCha20-Poly1305) truwéc khi glri [&én
server:

enc_private_wrapped = XChaCha20-Polyl1305.seal(privateKey,
accountKey)



2.5. Sinh s6 ngau nhién an toan

T4t ca cac gia tri ngau nhién trong TJGuard (salt, nonce, keypair) déu duwoc sinh
b&i Web Crypto API cua trinh duyét théng qua crypto.getRandomValues(). PBay la
CSPRNG (Cryptographically Secure Pseudo-Random Number Generator) dwoc
chuan hoa theo NIST SP 800-90A [6], st dung entropy tir hé diéu hanh (twong
dwong /dev/urandom trén Linux). Khéng cé ngau nhién "gid" hay seed c¢b dinh.

2.6. Xac thwc hai yéu t6 — TOTP

Thuat toan: TOTP (Time-based One-Time Password) theo RFC 6238 [7], twong
thich v&i Google Authenticator, Authy, v.v.

TOTP HOTP (secret, floor(timestamp / 30))

HOTP HMAC-SHA1 (secret, counter)
Output: 6 digits

Window: +30 seconds (1 step) for clock drift tolerance

Secret TOTP dwoc lwu ma hoa trén server va chi dung dé xac thwc — khong lién
quan dén khéa ma hoéa vault.

3. Kién truc phan cap khoa



[Master Password] + [KDF Salt]
¥ Argon2id (128MB, 3 iter)
[KEK - Key Encryption Key, 32B]
¥ XChaCha2@-Polyl1385(seal, AAD=email)
[Account Key, 32B] ]

I—P HKDF-5HA256 (+salt+"tjguard:item:v1™)

v v
[Item Key, 32EB] XChaCha2@-Poly1385(seal)
v v

XChaCha28-Foly1385  [Encrypted Private Key]
(encrypt vault item) (stored on server)

L—p perive keypair

|— Public Key - stored on server (public)
L— private Key - encrypted by Account Key

Y nghta kién tric nay:

e Thay dbi master password khéng can ma héa lai toan bo vault — chi can
wrap lai Account Key v&i KEK mai.

e Recovery Key = ban sao Account Key duoc tai xubng an toan — cho phép
khéi phuc vault ma khédng can master password.

e Chia sé vault dung ltem Key wrap bang public key ngwdi nhan — khéng
tiét 16 Account Key.

e Xoba quyén chia sé yéu cau rotate ltem Key méi — nguoi da bij thu hoi

khong thé gidi ma ban mai.



4. M6 hinh bao mat va phan tich méi de doa

4.1. Kich ban: May chu TJGuard bi xam pham

D{r liéu trén server

Ké tan céng thu dwoc

Poc vault?

kdf_salt Salt ctia Argon2id Khéng — van can
master password
ak_wrapped Account Key da ma hoa |Khdéng — can KEK

enc_private_wrapped

Private key da ma hoa

Khéng — can Account
Key

ciphertext

Vault item da ma hoa

Khéng — can Item Key

enc_public_key

Public key nguw&i dung

Public key khéng bi mat

"Ngay cé khi database bj dump toan bo, ké tan céng khong thé doc bét ky vault
item nao ma khéng biét master password cua tirng nguoi ding.”

4.2. Kich ban: Tan céng brute-force master password

V&i Argon2id (128 MB, 3 iterations) theo RFC 9106 [1] :

e Thoi gian tinh toan méi 1an thr: ~300-800ms trén phan cirng thdng thuwdng
e V6&i GPU RTX 4090 (24 GB VRAM): ~187 lubng song song, ~600 lan

thtr/phut (wéce tinh)

e V@i master password 12 ky tw ngdu nhién (chi hoa + thwdng + sb + ky tw

dac biét): khéng gian tim kiém = 2778

e Thoi gian brute-force toan bd khéng gian: vuwot xa thdi gian hiru ich

Lwu y: céc woce tinh trén gia dinh master password dwoc sinh ngéu nhién.
Password do nguoi tao thuong cé entropy thdp hon nhiéu — ban nén dung b6
sinh password ctua TJGuard.
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4.3. Kich ban: Nonce tai str dung
V&i XChaCha20-Poly1305 (RFC 8439 [2]), nonce 24 byte (192 bit):

e Xac suét collision v&i 2264 1an ma héa: ~10”-18 (negligible)
e Maéi vault item dung nonce ngau nhién mai tl crypto.getRandomValues()

e Rui ro thwe té: cuc ky thAp ngay ca véi hang triéu vault item

4.4. Kich ban: Man-in-the-Middle (MITM)

e Toan bod giao tiép qua HTTPS (TLS 1.2/1.3)

e Du MITM c6 gidi dwoc TLS: di¥ liéu truyén di van 1a ciphertext (vault d& ma
hoa)

e Master password khéng bao gi® r&i khai trinh duyét — khéng thé chan qua

mang

4.5. Kich ban: Insider threat (nhan vién TJGuard)
Vi hé théng zero-knowledge, nhan vién TJGuard khéng cé kha ndng ky thuat dé
doc vault ciia ngwdi dung, ngay cé véi toan quyén truy cap database va source

code.

5. So sanh vé&i cac tiéu chuan nganh

Tiéu chi TJGuard Bitwarden 1Password LastPass
(cti)
KDF Argon2id [1] Argon2id 2SKD PBKDF2
(PBKDF2)
AEAD XChaCha20- | AES-CBC + AES-GCM AES-CBC

Poly1305[2] |HMAC

Chia sé vault | Ed25519 [8] + [ RSA-2048 P-521 ECDH [ AES (no PK)
nacl.box
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Zero-knowled | Cé Céo Co Khong

ge (breach 2022)
Open-source | Co Céo Khéng hoan | Khéng

crypto toan

TJGuard st dung cung bo thuat toan véi cac password manager dau nganh, voi
loi thé XChaCha20-Poly1305 (nonce I&n hon, an toan hon cho mai trwdng web)
va Argon2id v&i memory cost cao.

6. Thw vién mat ma hoc st dung

Thw vién

Muc dich

Nguén géc

hash-wasm

Argon2id [1]
(WebAssembly)

MIT License, widely
audited

@stablelib/xchacha20pol
y1305

XChaCha20-Poly1305
[2]

MIT License

tweetnacl

Ed25519 [8], nacl.box

Public domain, kiém toan
b&i Cure53

Web Crypto API

HKDF-SHA256 [3],
CSPRNG [6]

Chuan W3C, tich hop
trinh duyét

otplib

TOTP/HOTP [7]

MIT License

Tat ca thw vién mat ma hoc déu la peer-reviewed open source. TJGuard khéng
trién khai bat ky thuat toan mat ma hoc tw ché nao (no "roll your own crypto").

7. Co ché bao vé phién lam viéc

7.1. BO nhé trong phién

Khoa ma héa (Account Key, Private Key) chi ton tai trong:
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e Zustand store (JavaScript heap cua tab trinh duyét)

e Khong lwu vao localStorage, sessionStorage, hay cookie

7.2. Tw dong dang xuat

Sau 10 phut khéng cé hoat ddng (khéng di chudt, gé phim, cudn trang), hé théng
tw déng:

e Xoba Account Key va Private Key khoi Zustand store
e Goi NextAuth signOut()

e Chuyén ngudi dung vé man hinh dang nhap

7.3. JWT Session

e Thoi han JWT: 20 phat
e Sliding window refresh: 5 phat
e Cookie: HTTP-only, Secure, SameSite=Strict

8. Co’ ché khdi phuc
8.1. Recovery Key

Recovery Key = Account Key thd (32 bytes) dwoc tai xubng dwéi dang file .txt
ma hoa sau khi xac thwe OTP. Ngw&i dung phai gilr an toan file nay — TJGuard
khéng thé khéi phuc thay cho ngu®i dung néu mét ca master password lan
recovery key.

8.2. Poi Master Password

. Ngudi dung nhap recovery key + master password mgi

. Client tao Argon2id(new_password + new_salt) - new_KEK

. XChaCha20-Poly1l305.seal(accountKey, new_KEK) > new_ak_wrapped
. GUi (new_kdf_salt, new_ak_wrapped) 1én server

. Vault items khong can md hdéa lai (accountKey khong d61)

a A W N R
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8.3. Recovery Key Rotation

Khi ngudi dung chi dong rotate recovery key (Account Key maéi):

Tao Account Key moi

Dan xuét lai tt ca Item Key (HKDF vé&i accountKey mai)

Ma hoa lai toan b vault items

Cap nhat tat ca shared item keys cho ngudi dwoc chia sé

9. Kiém toan va minh bach
9.1. Cac thuat toan da dwoc kiém toan doc lap

e Argon2id [1]: Pat gidi nh4t PHC 2015, phan tich b&i hang chuc nhém
nghién ctru doc lap.

e ChaCha20-Poly1305 [2]: RFC 8439, dwoc tich hop vao TLS 1.3.

e NaCl/TweetNaCl: Kiém toan b&i Cure53 (cong ty bao mat hang dau chau
Au).

e HKDF [3]: NIST SP 800-56C, dwgc dung trong TLS, Signal Protocol, va

hang ngan ng dung.

9.2. Khéng "roll your own crypto”

TJGuard khéng tw trién khai bat ky primitive mat ma hoc nao. Toan bo déu dung
céac thw vién da duwoc kiém toan béi cong déng bao mat québc té.

10. Tiéu chuan va tuan thu

Thuat toan Tiéu chuén
Argon2id IETF RFC 9106 [1]
HKDF-SHA256 NIST SP 800-56C [4], RFC 5869 [3]
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XChaCha20-Poly1305 RFC 8439 [2] + XSalsa20 extension
Ed25519 / X25519 RFC 8032 [8], RFC 7748 [5]

TOTP RFC 6238 [7]

CSPRNG NIST SP 800-90A [6]
Két luan

TJGuard xay dwng kién tric bao mat trén nguyén tac: khéng tin twéng bét ky ai,
ké ca chinh ching t6i. Bang cach dung céac thuat toan mat ma hoc hién dai, da
duwoc kiém toan, va thuce thi zero-knowledge triét dé & tang ky thuat — khéng
phai chi 1a 1&i hiva — TJGuard dam bdo rang bdo mat ctia ngwdi dung khéng phu
thudc vao viéc co tin twédng nha cung cap hay khang.
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